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Abstract. The purpose of this study is to analyze risk management in the operation of Automatic Teller Machine (ATM) at PT. Bank
Syariah Indonesia. This study uses a descriptive qualitative method to test data through interviews. The results of this study show risk
management in the management of Automatic Teller Machine (ATM). ATM operational risk management at BSI has been running with
various security systems, but it still needs improvement, especially in terms of security risk mitigation, operational optimization, and
customer education. With the strengthening of a more proactive strategy and the use of advanced technology, the effectiveness of ATM
risk management at BSI can be further improved.
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I. INTRODUCTION

Islamic banking has rapidly developed in Indonesia, making it one of the options to help the country's economic growth.
This is due to several advantages, one of which is the profit-sharing concept. The profit-sharing orientation is what enables Islamic
banks to present themselves as an alternative or replacement for the interest system, which has long been questioned in terms of
its legality by Muslims (Wahap, 2016). The development of technology will radically change the banking transaction system,
which will ultimately transform the banking culture. Islamic banking is currently very much needed by society. From an Islamic
perspective, Islamic banks are able to stand and compete with conventional banks and play an important role in the welfare of the
community. This is in line with the basic principles of Islamic economics, which is a set of Islamic teachings that serve as a
reference for all economic activities carried out by humans, based on the principles of monotheism, stewardship (organization),
and welfare.Electronic banking usually uses electronic payment methods, such as ATMs, Debit Cards, Internet Banking, SMS
Banking, Call Banking, [P Phone Banking, and other withdrawal cards (Dea Fathun, 2020). Similarly, Bank Syariah Indonesia
Branch Medan strives to provide satisfactory services to its customers by offering sufficient facilities to attract their interest and
ensure their loyalty to remain with Bank Syariah Indonesia. BSI in Medan is one of the branches of the largest Islamic banks in
Indonesia. BSI provides various banking services in accordance with Islamic principles, such as savings, financing, investments,
and other banking services. As part of the largest Islamic banking network in Indonesia, BSI has a significant responsibility in
managing the operations of ATMs spread across various strategic locations. Banking services thru Automated Teller Machines
(ATMs) have become a basic necessity for modern banking customers. ATMs provide convenience in conducting financial
transactions such as cash withdrawals, inter-account transfers, bill payments, and balance inquiries without having to visit a bank
branch.

One of the facilities provided by banks for customers is the ATM, which aims to make transactions easier for customers
by using information technology. ATMs also help banks optimize their services because they have features that greatly assist
customers in conducting transactions (Ratna, 2020). ATMs offer many conveniences and security for users, such as providing a
PIN that only the user can know. However, if the user incorrectly enters the PIN three times, the ATM will be automatically
blocked (M. Nur Ryanto, & Rahmawati, Y., 2018). As the use of ATMs increases, banking also faces various risks that can
disrupt operations and customer trust. Bank Syariah Indonesia (BSI) Medan, as one of the largest sharia banks in Indonesia, has
an extensive ATM network to serve its customers. However, with the vastness of this ATM network, BSI Medan also faces
various challenges in managing ATM operational risks. Success in managing ATM operational risks is not only important for
maintaining the smoothness of banking services but also for preserving customer trust and the bank's reputation. Although BSI
Medan has implemented various advanced technologies to ensure the smooth operation of ATM services, various risks can still
threaten daily operational activities. These risks include technological, operational, security, and reputational risks, each of which
requires appropriate attention and management. Technological risks in ATM operations include hardware, software, and network
infrastructure failures. ATM machines that experience hardware malfunctions or system disruptions can cause inconvenience for
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customers and reduce trust in bank services. In addition, increasingly sophisticated cyberattacks also pose a serious threat to the
security of customer data and transactions. Operational risks in ATM operations include human errors, non-compliance with
operational procedures, and negligence in machine maintenance (Fatimah, 2014). Errors in cash replenishment, mistakes in card
management procedures, and negligence in monitoring and routine maintenance can cause significant service disruptions.
For security risks in ATM operations, it includes physical threats such as machine vandalism, cash theft, and ATM card fraud.
Physical attacks on ATMs not only financially harm the bank but also disrupt service to customers. Additionally, reputational
risk is related to the public's perception of the bank's ability to provide safe and reliable ATM services. Any disruption or security
incident involving ATMs can damage the reputation of BSI Medan and reduce customer trust. Based on the risks that have been
explained, it can be concluded that the problems often faced in ATM operations include system failures, machine malfunctions,
cyber attacks, human errors, and security risks such as theft or vandalism of ATM machines. In 2022, BSI discovered thousands
of cyber threats. Based on data in the BSI report, they found more than a thousand cybercrime threats throughout 2022, but none
were ransomware attacks. This can be seen in the table below.

Tablel. Cyber Crime Threats Against BSI (2022)

No Data name Account
1 Phishing/social engineering 1.767
2 Skimming di Atm Prima 232
3 Skimming di Atm Bersama 64

Source: databoks (2024)

Based on the table above, BSI experienced its first cyber attack in 2022. BSI discovered 1,767 phishing and social
engineering attempts against its customers. Phishing is a cybercrime that involves sending fake web addresses to customers that
look like the original website. BSI also identified 232 skimming cases on the Prima ATM network and 64 cases on the Bersama
ATM network. Skimming is the act of stealing ATM card data by installing a special device in the ATM card slot to digitally
copy the customer's card data (Ahdiat, 2023). From the explanation above, there are still shortcomings in BSI's risk management
in handling its operational activities to address cyber attack cases. In the research (Dea Fathun, 2020), it is explained that the
operational risks that frequently occur and one of the problems complained about by customers are the loss of ATM cards, ATM
machine malfunctions, failed transfers, and transactions at shared ATMs. Although money does not come out of the ATM, the
balance is only reduced due to machine errors. On the other hand, (Wulansari, 2023) states that complaints still frequently occur
due to the large number of swallowed ATM cards and poor ATM network, which causes ATM transactions to be slower. In this
study (Firmandani & Malik, 2019) explain that there is still exposure to operational risks, such as the ATM skimming case at
Bank X which caused customers to lose money. The ATM skimming case indicates that the Bank's risk management is not yet
optimal.

Based on the above description, it shows that previous research still lacks analysis regarding related risk management and
cyber security, which are becoming increasingly relevant with the rise in cyber attack cases at present. This research aims to
analyze cyber risk management in ATM operations, including security policies, early threat detection, and incident response.
Operational Risk Management Risk management is the activity of controlling the possibility or potential loss arising from natural
conditions or speculative behavior. More specifically, it can be defined as a series of procedures and methodologies used to
identify, measure, monitor, and control risks arising from business activities. "Risk management according to Bank Indonesia is
a series of procedures and methods used to identify, measure, monitor, and control risks arising from business activities."
(Taswan, 2020).

Automatic Teller Machine (ATM) Automatic Teller Machine (ATM) is an electronic service system provided for
customers using computers to perform several banking functions automatically, which are usually carried out by tellers. ATMs
can replace the role of tellers in serving various types of banking transactions. The operation of ATMs generally requires devices
such as plastic cards and personal identification numbers (PIN).

II. METHOD RESEARCH

This research is a type of field research, which means that the study is conducted in the field, or the research location, to
investigate the objective phenomena occurring there. Therefore, the data collection process is carried out directly in the field
based on the informants' explanations. This research was conducted at Bank Syariah Indonesia in Medan City, North Sumatra.
This research is a qualitative descriptive study, the purpose of which is to provide a description of a phenomenon, an event that
is currently taking place. Meanwhile, qualitative research is inherently descriptive in nature. The data sources were obtained thru
interviews conducted with the Manager, Mr. Ahmad Azwar, and the Customer Service (CS), Mrs. Dhea Vita Lestari, at Bank
Syariah Indonesia KCP Kesawan. In addition to interviews, data was collected thru document studies. Data obtained thru
descriptive analysis of qualitative data (Melong, 2015) means reducing data, which involves summarizing, selecting what is
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important, focusing on the important, finding patterns and themes, and discarding the unnecessary. By using abstraction, data can
be reduced. Abstraction is an effort to create a main summary, procedures, and statements that must be retained to be included in
the research data. In other words, researchers consistently carry out this data reduction process throughout the study to create core
notes from the data they obtain from data mining. Data Presentation: A collection of information organized in a way that allows
for drawing conclusions is called data presentation. Conclusion and Verification: Conclusion or verification is the final stage in
the data analysis process.

III. RESULT AND DISCUSSION

Research Results Factors that potentially pose risks to Bank BSI Medan's ATMs include electrical malfunctions, lack of
communication, poor network quality during transactions, and cyber security. Signal networks, ATM machine malfunctions, and
external crimes are the causes of these risks. This BSI ATM can experience risks such as bank robbery or cyber theft. From the
interview conducted with Mrs. Mulyani from PT. Bank Syariah Indonesia, she stated that "Many users have complained about
the issue of ATM cards being swallowed and the suboptimal network quality on the ATM machines, causing the transaction
process to take longer." One of the BSI ATM customers shared her experience that her ATM card was swallowed when she was
about to make a transfer. She also forgot to take her ATM card, and when she returned, the card was swallowed again by the BSI
ATM machine. However, after contacting Customer Service (CS), the issue was promptly and efficiently handled by the bank.
Mrs. Dhea Vita Lestari, as the BSI CS, said that "If you experience an ATM card being swallowed, customers are advised to
contact Customer Service (CS)." However, if the card is swallowed by an ATM from another bank, the bank will advise that the
card be blocked first and then the repair process be carried out. This process requires the customer to bring their passbook, ID
card, and pay a card replacement fee of Rp 25,000. Once the identification is complete, PT. Bank BSI proceeds with the risk
measurement process to determine the extent of the risk caused by the ATM. Now the bank knows that the risk caused by internal
factors does not fall into the category of high risk. However, this does not mean that every activity caused by internal factors does
not pose a danger; it is possible that activities caused by internal factors can pose a danger. When customers conduct transactions
and their ATM cards are swallowed, there is an irresponsible third party that steals the card data by installing a small device in
the slot where the ATM card is inserted. This tool allows the perpetrator to obtain data and duplicate the bank card using
information obtained thru phishing attacks or skimming methods. Skimming itself is the act of digitally stealing ATM card data
with a special device that records data from the card without the customer's knowledge. After the transaction is completed, the
card cannot be ejected. Theft can occur because irresponsible parties use small devices to discover PINs and any data considered
confidential. According to a customer who used the BSI ATM, he experienced issues with a failed cash deposit and the balance
not being credited to his account. reported a complaint to customer service (CS). After checking and removing the ATM machine,
they did not know how much money had been deposited. Finally, the bank offered assistance by reporting to the head office
within 14 working days. After that, they made a statement letter and waited for the results from the head office. On the other
hand, Mrs. Mega, a customer who uses the BSI ATM, said, "I once had trouble with the mudharabah ATM because I couldn't
withdraw cash at other ATMs."Next, BSI will gather information about the target risks and incidents. Operational risk monitoring
is conducted to ensure that operational risks are within acceptable limits. The bank monitors ATMs by checking the machines
once a week and using an application. For ATMs, the information technology (IT) division, the accounting division (vendor), and
the business operations management (BSOM) division are responsible for risk management. Each of these parties has a specific
area of expertise and will act according to customer complaints. In order to prevent internal and external risks and provide comfort
and security for customers, this monitoring process must be frequently conducted by the bank. After identifying and analyzing
the risks they will face in the future, BSI Bank must carry out the final stage, known as risk control. This stage aims to help the
bank avoid, prevent, and minimize risks. The BSOM operational department must ensure that each work unit has adequate
capability and knowledge regarding the information provided, so that the data is accurate. This aims to ensure that management
can monitor and control ATM operational risks in a timely manner. Additionally, in terms of cybersecurity, Data Encryption can
be implemented: All data sent from the ATM to the bank server must be encrypted to prevent unauthorized third parties from
accessing it. Protection Against Skimming: Installing skimming detection devices on card slots and physical devices to prevent
illegal installation of skimming devices. Regular Security Updates: Always update ATM software to close security gaps.

IV.CONCLUSSION

The conclusion from the analysis of the implementation of cybersecurity risk management in the operation of Automatic
Teller Machines (ATMs) shows that ATM cybersecurity is a crucial aspect in protecting financial infrastructure, customer data,
and the bank's reputation. The main risks faced by ATMs include threats such as malware attacks, skimming, DDoS attacks, and
insider threats. To mitigate these risks, a structured approach is required that includes threat identification, risk assessment, and
the implementation of appropriate controls and mitigation actions. In addition, the importance of a responsive incident response
plan and regular evaluations thru security audits also emphasizes that risk management implementation must be an ongoing
process. Banks and financial institutions need to continuously innovate in technology and cybersecurity policies to maintain ATM
security in an increasingly complex digital era. By implementing this strategy, cyber security risks in ATM operations can be
managed effectively, thereby protecting customers and avoiding financial and reputational losses for the bank. Based on the
discussion above, PT. Bank BSI has implemented risk management in ATM operations. However, in an effort to enhance the
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sense of security and comfort for customers, PT. Bank BSI needs to increase the number of staff, particularly in the IT and
technician departments, to monitor ATM conditions more optimally. In addition, BSI should also conduct more regular
maintenance on the machines to prevent any unwanted issues.
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