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Abstract. The use of the internet has become very common in today society. Based on a survey by dataindonesia.id, 68.9 percent of
the 370.1 million internet users in Indonesia are social media users, and Facebook is one of the most widely used social media platforms
in Indonesia, with the number of users growing to 202.2 million by July 2022. Due to this increase and the huge number of users, as
well as the amount of personal information stored in it, this can be a vulnerability for Cybercriminals to exploit such as phising or scams.
This research was conducted to analyze and determine what factors affect users information privacy concerns towards privacy protection
behavior on Facebook. The data were collected by distributing a questionnaire to a total of 417 Facebook users in Indonesia. This
research model consists of seven constructs. The research model constructs consist of User's Information Privacy Concerns, Perceived
Severity, Perceived Vulnerability, Self-Efficacy, Response Efficacy, Rewards, and Privacy Protection Behavior. This research was
analyzed using quantitative methods by processing data through SPSS and AMOS software. The data is processed using the SEM model,
which is validated with a confirmatory factor analysis test, a structural model test, and a hypothesis test. The results of this study indicate
a positive correlation between User's Information Privacy Concerns and Perceived vulnerability in Privacy Protection behavior, it can
be concluded that User's Information Privacy Concerns (UIPC) can affect Privacy Protection behavior (PPB) among Facebook users.
Therefore, Facebook users are advised to be more concerned about their privacy information protection behaviors by avoiding any
behavior that may put them at risk of privacy threats. This paper suggest users to take measures to prevent any threats to their privacy.
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1. INTRODUCTION

In this era of globalization, technology has developed
and changed to be able to support various human activities
and smartphones have become one of the technologies that
can connect to the internet and are most widely used [1].
According to Zlatolas the internet is a global scale network
created from various networks [2]. Internet is a necessity for
society. Internet users in Indonesia in February 2022
amounted to 204.7 million and reached more than 73.3% of
Indonesia's population [3].

A social network is a tool for consumers that can be
used to find friends, post photos or videos, create discussion
forums or even play games. The most important feature is to
create status messages that can be responded to by other users
by giving likes or comments [4]. The object to be studied is
the user of the social network Facebook. Facebook is one of
the most popular social networks among various groups,
especially young people, because the features offered to users
are very diverse. Facebook has 202.2 million users as of July
2022 [5] The occurrence of cybercrimes is mostly found in
social networks with a large number of users. Cybercriminals
use phishing techniques, namely fake links that can be
accessed by victims and perpetrators commit crimes such as
stealing money or collecting personal data such as identity
numbers through these links [6]. The article (detik.com) states
that on February 2, 2023, a phishing case was found that was
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used to steal money and personal data belonging to DPRD
members' accounts and suffered a loss of up to 654 million
[71.

Currently, there were 26,675 cases of phishing attacks
in the first quarter of 2023. This is an increase of 20,596 cases
compared to the 4th quarter of 2022 which only had 6,106
reported phishing cases [8]. Facebook can become a target for
cybercriminals due to the large amount of information and
people using the platform. Based on Son & Kim's research,
they found that privacy awareness in an information system
influences user protection behavior to secure private
information [9]. The relationship between privacy awareness
and protective behavior was originally explored by Altman
who suggested that people try to implement a desired level of
privacy security by adopting some protective behavior [10].
Therefore, the user's information privacy awareness has a
positive influence on privacy protection behavior. Rogers
states that the theory of protective motivation is an
individual's motivation to avoid risk that comes from three
main factors: perceived severity, perceived vulnerability, and
response efficacy. However, previous models cannot provide
sufficient explanations to describe individual failures in
adopting protective behavior [11]. Then the model was
modified and the following two cognitive constructs were
included: response efficacy, and rewards related to Rogers'
theory. Therefore, we consider that protective motivation
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theory can significantly explain UIPC and PPB in social
networks. Unlike previous research, where several variables
of privacy motivation theory, especially response efficacy and
rewards were ignored. this study considers all variables to
provide an overall view.

Zhang and McDowell have conducted an in-depth
study where perceived severity does not motivate online users
to use strong passwords [12]. However, social network users
who perceive loss of information privacy as a serious risk are
more likely to be concerned about the privacy of their
information. Therefore, the current study proposes that there
is a positive relationship between perceived severity and
UIPC. As explained by Lee, LaRose, and Rifon, perceived
vulnerability refers to how far users believe that threats can
harm them [13]. Users' perception of the perceived
vulnerability of online virus threats will involve them in
protective behavior. Therefore, the current research proves
that there is a positive relationship between perceived
vulnerability and UIPC. According to research conducted by
Woon, Tan and Low, response efficacy refers to an
individual's belief that the response is believed to be effective
in protecting oneself or others from threats [14]. Therefore,
users who believe that the adverse consequences of loss of
information privacy can be mitigated by protective measures
will be more concerned about their privacy. However, Zhang
& Mcdowell's research states that there is no direct correlation
between response efficacy and policy towards information
security measures. Therefore, this study states that there is a
positive relationship between response efficacy and UIPC. As
stated by Mohamad & Ahmad, Rewards relates to perceived
benefits with the choice of behavior [15]. To obtain users'
personal information (e.g., photos, emails, contact details,
etc.), social networks use rewards (e.g., online games,
applications, quizzes, etc.) as an effective approach. Once
users begin to experience the benefits of a social network, they
may choose to disclose their personal information in order to
benefit from it. Thus, the current research suggests that there
is a negative relationship between rewards and UIPC.
According to Lee, Larose & Rifon, self-efficacy affects
attention to information privacy, impacts behavior to apply
protective measures against viruses, and influences behavior
in social networks. However, other studies involving self-
efficacy have revealed that it is not directly related to
disclosing one's personal information [16]. Therefore, users
who believe in their ability to secure their information will be
more concerned about privacy. Therefore, this study
hypothesizes that there is a positive relationship between self-
efficacy and UIPC.

Based on the phenomena and problems that have been
described by the author regarding awareness of user
information privacy and user privacy protection behavior
from Facebook social media users. The data is processed
using the SEM model which is tested through the
Confirmatory Factor Analysis Test, the Goodness of Fit Test,
the Structural Model Test and the Hypothesis. Therefore, the
author is interested in making a scientific work entitled "The
Influence of Information Privacy Awareness on Privacy
Protection Behavior on Facebook Users"
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In this research model there are seven constructs. the
construct consists of User's Information Privacy Concerns,
Perceived Severity, Perceived Vulnerability, Self-Efficacy,
Response Efficacy, Rewards, and Privacy Protection
Behavior. Based on the background, study literature, problem
formulation and research questions that have been explained.
In this study the authors wanted to make an analysis of the
influence of information privacy security awareness on
privacy protection behavior on Facebook social media users.
Users' information privacy concerns (UIPC) can be defined as
actions to control the type, manner, and amount of personal
information provided to an individual [17]. Individual
perspectives on what is right in social interactions and using
the Internet, especially in terms of personal information
privacy practices, are discussed in UIPC [18]. Privacy
protection behavior (PPB) is the user's actions to protect
privacy information when deciding to use the internet network
to carry out certain activities [19]. Privacy protection behavior
is an individual's motivation to protect himself from risks
originating from three main factors, namely perceived
vulnerability, perceived severity and response efficacy [20].
Perceived severity (PS) is a person's level of awareness of the
risks associated with the activities they carry out, as well as
their knowledge of the potential risks that can occur when
providing privacy information on internet websites [21].
Perceived severity means the perceived severity as a
conscious assessment of the severity of a threatening security
event [22]. According to Lee, LaRose, and Rifon, perceived
vulnerability refers to the extent to which users perceive that
there is a threat that may occur to them. Awareness of
perceived vulnerabilities regarding online virus threats will
encourage users to take protective measures [23]. According
to Niu, self-efficacy is the result of interactions between self-
regulation mechanisms, the external environment, individual
abilities, experiences, and education [24]. Self-efficacy is also
defined as the level of a person's belief in their own abilities
without asking for help from others. User confidence in
protecting personal information and information systems
from lost or damaged data [25]. According to Woon, Tan, and
Low (2005), response efficacy is a person's belief that a
suggested response can protect oneself or others from harm
[26]. Mohamed & Ahmad (2012) stated that rewards are
rewards related to expected benefits associated with
behavioral choices [27].

Il. RESEARCH METHODS

This research was carried out using quantitative
methods. Based on the purpose of this research is descriptive.
The type of investigation used in this research is causal
research which looks at a causal relationship where the
independent variable affects the dependent variable.
Researcher involvement, researchers do not manipulate data
or intervene in data. The unit of analysis used by the
researcher is individual unitization. Based on the time of
implementation, the research was included in a cross-section
study. By using non-probability sampling technique. Where
the research sample was taken based on the number of
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respondents taken from Facebook social media users. In this
research, respondents can be rounded up to 400 respondents.
The security behavior research model for social media users
consists of seven model constructs, namely User's
Information Privacy Concerns, Perceived Severity, Perceived
Vulnerability, Self-Efficacy, Response Efficacy, Rewards,
and Privacy Protection Behavior.

I11. RESULTS AND DISCUSSION

Confirmatory Factor Analysis test

Confirmatory Factor Analysis (CFA) functions to test
a construct that has unidimensionality or indicators from the
questions used, which can be used to confirm constructs or
variables [29]. The purpose of CFA in this study is to evaluate
the fit of the data with the model and evaluate how the
constructs or variables and indicators relate to one another.
The following are the results of the CFA test that has been
carried out:

Goodness of Fit
Probability=,000
GFI=,954
40 AGFI=938
CFI=,868
TLI=,837
RMSEA=,077
RMR=,106

Figure 1. Confirmatory Factor Analysis (CFA) Test

Figure 1 shows the results of the CFA test which are
explained in the following table 1. As shown in the table 1, it
can be concluded that the research model is appropriate. If at
least one of the due diligence methods is met, then the model
is considered feasible [30].

Structured Equation Modeling Test

The value of the parameter estimation coefficient is
used in the structural model test to test and evaluate the
hypotheses that have been modeled. The proposed hypothesis
is accepted if the critical ratio value (C.R) is greater than the
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critical value of 1.65 and the significance level is p <0.05 [31].

Table 1. Results of the CFA Goodness of Fit test

Goodnessof  Results Cut-— Off Value information
Fit Indices

Probability 0,000 >0,05 Tidak Fit
GFI 0,954 >0,90 Good Fit
AGFI 0,938 >0,90 Good Fit
CFl 0,868 >0,90 Marginal Fit
TLI 0,837 >0,90 Marginal Fit
RMSEA 0,077 <0,08 Good Fit
RMR 0,106 <0,05 Tidak Fit

Conversely, if the CR value cannot reach its critical
value at a significance level of p <0.05, then the hypothesis is
rejected. Following are the results of the structural model test:

Table 2 The results of the structural model test

Estimate S.E. C.R. P Label
UIPC < PS ,024 076 ;313,755
UIPC <-—- PV 413,138 2,996 ,003
UIPC < SE -395 ,283 -1,395 ,163
UIPC < RE ,091 205 ,445 656
UIPC < REW , 749 246 3,043 ,002
PPB <-—- UIPC 432,036 12,008  ***

Based on table 2 it is concluded that the value test of
the critical ratio (CR) is more than 1.65 and the p value is less
than 0.05. There are only 2 relationships between variables
because the other variable relationships have a CR value
below 1.65 or a p value greater than 0.05.

Based on the results carried out using the AMOS
software from the data of Facebook user respondents on
information security awareness, privacy and user behavior,
the following results were found Based on the results of
hypothesis testing conducted by researchers, the perceived
severity (PS) hypothesis has no effect on user's information
privacy concerns (UIPC) because it obtains a critical value of
0.313 or less than 1.65 and obtains a p value of 0.755 or
greater than 0 ,05. This is not in line with previous research
where the severity felt by users affects awareness of privacy
information (Larose, 2005). Meanwhile, (Crossler, 2010;
Dinev & Hart, et al, 2004) explains that users feel that losing
private information and private photos through social
networks will cause serious problems for them [32][33]. So it
can be concluded that the severity felt by Facebook users in
Indonesia does not really have an impact on information
security awareness of users' privacy on the Facebook social
network.

Based on the results of hypothesis testing conducted by

- 164 -


https://journal.unpak.ac.id/index.php/jhss
http://u.lipi.go.id/1506003984
http://u.lipi.go.id/1506003019

JHSS (Journal of Humanities and Social Studies)
https://journal.unpak.ac.id/index.php/jhss

Volume 08, Number 01, Page 162-167
e-1SSN: 2598-120X; p-ISSN: 2598-117X

researchers, the perceived vulnerability (PV) hypothesis has a
significant positive effect on user's information privacy
concerns (UIPC) because it obtains a critical value of 2.996 or
greater than 1.65 and obtains a p value of 0.03 or smaller than
0.05. This is in line with previous research that users feel they
have the potential to experience online security problems such
as privacy disturbances or virus attacks on social networks
(Adhikari & Panda, 2018; Dinev et al, 2004; Afandi et al,
2017; Rogers, 1975) so that users feel risk and feel insecure
when sharing personal information on the social network
Facebook [34][35][36]. So it can be concluded that users can
feel the vulnerability of information and security problems
that can occur to them thereby affecting user awareness of
information privacy on social networks.

Based on the results of hypothesis testing conducted by
researchers, the Self-efficacy (SE) hypothesis has no effect on
user's information privacy concerns (UIPC) because it obtains
acritical value of -1.935 or less than 1.65 and obtains a p value
of 0.163 or greater from 0.05. This is not in line with previous
research (Dienlin & Trepte, 2014) [37]. This explains that
users feel unsure about the ability to protect their personal
information on social networks. In previous research (Larose,
Lee & Rifon, 2005) users do not need help to activate privacy
protection features on social networks. However, in this study,
users are not confident about the privacy protection used on
social networks. So it can be concluded that Facebook users
in Indonesia doubt their ability to protect private information
on social networks.

Based on the results of hypothesis testing conducted by
researchers, the response efficacy (RE) hypothesis has no
effect on user's information privacy concerns (UIPC) because
a critical value is obtained of 0.445 or less than 1.65 and a p
value of 0.656 or greater than 0 is obtained. ,05. This is in line
with research conducted by Adhikari & Panda (2018) and
Mohamed & Ahmad (2012). but this is not in line with
previous research (Woon, Tan & Low, 2005) where users are
confident in their ability to protect private information on
social networks. so users take action to enable privacy
protection features on social networks and cannot effectively
control privacy information using privacy protection features
on social networks (Zhang & Mcdowell, 2009). The results of
the researchers found that users were unable to take effective
measures in protecting privacy on social networks.

Based on the results of hypothesis testing conducted by
researchers, the rewards hypothesis (REW) has a negative
effect on user's information privacy concerns (UIPC) with a
critical value of 3.043 or greater than 1.65 and a p value of
0.002 or less than 0 is obtained. 05, the REW variable
significantly affects UIPC. This is not in line with previous
research (Adhikari & Panda, 2018; Mohamed et al, 2012) but
is in line with research conducted by Crossler (2010) and
Zhang & Mcdowell (2009). that users provide their personal
information when getting rewards. This shows a negative
influence on the awareness of the security of user information
privacy on social networks. Researchers found that Facebook
users in Indonesia tend to provide information privacy if given
rewards such as being able to join a community or being able
to reconnect with old relatives.
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Based on the results of hypothesis testing conducted by
researchers, the user's information privacy concerns (UIPC)
hypothesis influences privacy protection behavior (PPB)
because a critical value is obtained of 12.008 or greater than
1.65 and a p value of 0.000 is obtained or less than 0. ,05. This
shows that there is a positive and significant effect of the
UIPC variable on PPB. This is in line with previous research
(Adhikari & Panda, 2018; Son & Kim, 2008; Mohamed &
Ahmad, 2012) where when users are aware of the
vulnerabilities that can occur in their privacy information,
users tend to protect their privacy information. facebook in
this study, when users are rewarded in exchange for sharing
their privacy information, users tend to reduce their privacy
protection behavior.

IV. CONCLUSION

The purpose of this study is to determine the level of
user awareness of information about how they maintain their
privacy when using the social network Facebook. Data has
been collected from 417 Facebook users in Indonesia.
Structural Equation Modeling (SEM) analysis, which was
processed using SPSS and AMOS applications. After
processing and analyzing the data is complete, the following
results were found The construct of the research model on
Facebook social network users uses 7 model constructs
namely Perceived Severity, Perceived Vulnerability, Self-
Efficacy, Response Efficacy, Rewards, User's Information
Privacy Concerns and Privacy Protection Behavior it is found
that the results of the relationship analysis of model 2
constructs have a positive effect, and 4 no effect. Model
constructs that have no effect are perceived severity, self-
efficacy, rewards and response efficacy model constructs on
user's information privacy concerns. While the model
constructs that have a positive influence are Privacy
vulnerability (PV) to user's information privacy concerns
(UIPC), Rewards (REW) on user's information privacy
concerns (UIPC), User's information privacy concerns (UIPC)
on Privacy Protection Behavior. Based on the results of data
processing and analysis, it can be concluded that User's
Information Privacy Concerns (UIPC) affect Privacy
Protection Behavior (PPB). The research results show that
privacy vulnerability (PV) has a positive and significant
impact on user's information privacy concerns (UIPC). Users
of the social network Facebook are aware of the harm that can
be done to the privacy of their information but lack the ability
to take effective privacy protection measures. The Rewards
variable (REW) influences user's information privacy
concerns (UIPC) so it can be concluded that Facebook users
tend to provide their privacy information when given rewards
such as being able to join the community. This makes it
vulnerable to threats that can be received by users. Users are
better off maintaining privacy protection behavior and
protecting privacy information from threats that can occur
when using Facebook
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